ENTERPRISE RISK MANAGEMENT POLICY

(COMMUNITY POLICY)

1. Scope

The Enterprise Risk Management Policy (this ‘Policy’) applies to all Councillors, employees,
contractors and volunteers engaged in the provision of Council services or the management
of Council facilities and assets unless expressly excluded and outlines the expectations and
processes for managing risk.

2. Purpose

The purpose of this Policy is to communicate Council’'s commitment to managing enterprise-
wide risks and establish clear responsibilities to ensure that all levels of Council, management
and staff adopt sound risk management practices and procedures.

The embedding of the risk management framework into strategic and operational processes
supports the organisation to make informed decisions for the benefit of Council and the

community.

References (legislation/related documents)

Legislative reference

Crime and Corruption Act 2001
Financial Accountability Act 2009
Local Government Act 2009

Local Government Regulations 2012
Work Health & Safety Act 2011

Work Health & Safety Regulation 2011

Related documents

AS/NZS ISO 31000:2018 Risk Management — Principles and Guidelines
Code of Practice (2021) — How to manage work health and safety risks
Corporate Plan

Enterprise Risk Management Procedure

Operational Plan

Operational Risk Register

Strategic Risk Register
Workplace Health and Safety Queensland

4, Definitions

To assist in interpretation, the following definitions shall apply:

Controls
Assurance

‘A positive declaration intended to give confidence’ or ‘the state of
being sure or certain about something’. Controls assurance is the
process by which management collectively provides accurate and
current information to the stakeholders about the efficiency and
effectiveness of controls.
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Council

Livingstone Shire Council.

Councillor/s The Mayor and Councillors of Livingstone Shire Council, within the
meaning of the Local Government Act 2009.
Employee Local government employee:

(a) The Chief Executive Officer; or

(b) A person holding an appointment under section 196 of the Local
Government Act 2009.

Enterprise Risk

Council's approach encompassing strategy, processes, culture,

Management technology, standards, and knowledge in identifying, analysing,
evaluating, managing, treating, reviewing, and communicating
uncertainties the organisation encounters.

Executive The Executive Leadership Team consists of the Chief Executive

Leadership Officer, General Managers and Chief Officers.

Team

Internal A process effected by an entity’s board of directors, management and

Controls other personnel, designed to provide reasonable assurance regarding
the achievement of objectives relating to operations, reporting and
compliance. Internal Control Management provides an approach to
assist managers to identify and implement internal controls and then
monitor and assess the effectiveness of those controls.

Risk Effect of uncertainty on objectives. The level of risk is expressed in
terms of the combination of consequences and their likelihood.

Risk Appetite The amount of risk Council, as an organisation, is willing to accept in
pursuit of its objectives.

Risk Capacity The amount and type of risk Council is able to support in pursuit of its
business objectives.

Risk Risk management for Council refers to the culture, processes and

Management structures developed to effectively manage potential opportunities and

adverse effects for any activity, function or process undertaken by the
Council.

Risk Tolerance Council's readiness to bear the risk, after risk treatment, in order to

achieve its objectives.

5. Policy Statement

Council recognises that effective management of risk is part of good leadership and
governance and is fundamental to protecting the value that Council generates for the
community of Livingstone Shire as it works to achieve its vision and corporate objectives.

Council will foster the embedding and maintenance of a strong risk aware culture where risk
is considered a part of normal business activity and that risks are managed consistently and
systematically within a context of regulatory obligations, competing resources, and financial
and community priorities.

Council is committed to proactively identifying current and emerging risks through ongoing
monitoring and reporting and managing risks through controls aligned to Council’s current
risk appetite.

Council will adopt an enterprise-wide approach to the management of risk that is fit-for-
purpose and aligns with the principles outlined in AS/NZS ISO 31000:2018 Risk Management
Guidelines. The formal, structured approach supports a framework consisting of:

o this Policy;
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the Enterprise Risk Management Procedure;
tools and templates (such as the Strategic and Operational Risk Registers);

Council's approved risk management software systems (including project management
software that supports the assessment of significant project risks and capital investment
decisions);

complimentary/supporting policies (such as fraud prevention, business continuity
management, work health and safety management, and code of conduct);

allocation of risk management responsibilities through relevant position descriptions;
monitoring effectiveness of controls by Council’'s Executive Leadership Team;

monitoring the risk management framework, financial reporting processes, compliance
processes and internal audit performance by the Audit, Risk & Improvement Committee.

5.1. Types of Risk

Risk Type Description

Strategic Organisation-wide risks which may impact on Council’'s ability to deliver
Risks on its vision and strategic objectives as stated in the Corporate Plan.

Strategic risks may also represent the effect of uncertainty on objectives
associated with the sustainability of Council.

Operational Risks that may impact on Council’s ability to function effectively and
Risks deliver its services and programs as stated in the Operational Plan or

other operational objectives.

Project Risks | Risk that may impact on Council’s ability to deliver a particular project,

initiative or event as stated in the Budget and Capital Works Program.

5.2 Risk Management Principles

The application of this Policy is defined, guided and supported by the following best practice
principles as outlined within the Australian Standard 1SO 31000:2018. Risk management:

Creates and protects value by contributing to the achievement of objectives and
improvement of business performance.

Is an integral part of all organisational processes by it not being a stand-alone activity
that is separate from the main activities and processes of Council.

Is part of decision making and assists decision makers made informed choices, prioritise
actions and distinguish among alternative courses of action.

Explicitly addresses uncertainty and the nature of that uncertainty, and how it can be
addressed.

Is systemic, structured and timely by contributing to efficiency and to consistent,
comparable and reliable results.

Is based on the best available information and the inputs to the process of managing risk
are based on multiple information sources (such as historical data, experience,
stakeholder feedback, observation, forecasts and expert judgement).

Is tailored to the organisation by aligning existing processes.

Takes human and cultural factors into account by recognising the capabilities,
perceptions and intentions of external and internal people that can facilitate or hinder
achievement of Council’s objectives.

Is transparent and inclusive by the timely involvement of stakeholders and, in particular,
decision makers at all levels of Council.

Is dynamic, iterative and responsive to change by continually responding to change.

Facilitates continual improvement of the organisation by identifying, developing and
implementing strategies to improve risk management maturity across Council.
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Adherence to these principles enables Council to leverage opportunities, manage the effects
of uncertainty on its activities and safeguard the community, the environment, property,
resources and Council’s reputation.

5.3 Risk Appetite

Risk appetite is the amount and type of risk that Council is prepared to tolerate or accept in
the pursuit of its objectives. It is expressed in the form of a risk appetite statement which
covers a number of critical risk categories.

Council generally has no appetite for risks which are assessed as Extreme or High as defined
in the related Enterprise Risk Management Procedure. In particular, Council has no appetite
for risks which will:

1) have a significant negative impact on Council’s long term financial sustainability, result
in major breaches of legislative requirements and/or significant successful litigation
against Council;

2) compromise the safety and welfare of employees, Councillors, contractors, volunteers
and/or members of the community;

3) cause significant and irreparable damage to the environment;

4) result in major disruption to the delivery of key Council services;

5) result in widespread and sustained damage to Council’s reputation; and

6) have a significant impact on Council’s ability to recruit and retain staff.

It must be noted that Council provides a large and diverse range of services to a large and
diverse population. In order to provide these services Council must accept and take some
level of risk. Council therefore has a moderate appetite for risks which need to be taken in
order to:

e improve efficiency, reduce costs and/or generate additional sources of income; and

¢ maintain and, where necessary, improve levels of service to the community.

The level of risk that is acceptable to Council will be assessed and determined on a case-by-

case basis. ‘Appendix A — Risk Appetite Statement’ provides an overall expression of
Council’s risk appetite.

5.4 Roles and Responsibilities

The elected Council is responsible for approval of this Policy and revising Council’s risk
appetite.

The Chief Executive Officer has ultimate responsibility and accountability for risk
management within Council and drives the risk management culture.

Council's Executive Leadership Team is responsible for ensuring that employees are
implementing the framework as intended and performing their risk management
responsibilities.

The Risk & Governance Officer is responsible for the operational activities required to
implement the framework and provide specialist risk management skills and knowledge
including training and awareness of staff with respect to risk management principles and
organisational approach.

It is the responsibility of all Council employees, contractors, and volunteers to properly apply
Council’s risk management processes and procedures and to support the identification and
improvement of risk management within the organisation.

The Audit, Risk & Improvement Committee (ARalC) will provide governance oversight for the
management of risk in accordance with the ARalC Charter.

Council's Enterprise Risk Management Procedure outlines in detail all roles and
responsibilities associated with managing risk within the organisation.
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Risk management accountabilities are also included in position descriptions, performance
planning and business planning documentation.

5.5 Framework Alignment

The below illustrates the relationship between Council's enterprise risk management framework and other related
management systems and frameworks.
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6. Changes to this Policy

Business Continuity Plans

LSC Policies & Procedures

Annual Budget & Forecasts

This Policy will be reviewed within 12 months of a hew term of Council or more frequently in
the event of any material changes in circumstances.

7. Repeals/Amendments
This Policy repeals the Livingstone Shire Council Policy titled ‘Enterprise Risk Management
Policy (v2.1).
Version | Date Action
1 22/09/2015 | Adopted
2 03/10/2017 | Amended Policy Adopted
2.1 27/08/2018 | Administrative Amendments - reflect organisational restructure
3.0 20/02/2024 | Adopted - full revision as part of the Risk Management Maturity
Advancement Project 2021-24

CALE DENDLE
CHIEF EXECUTIVE OFFICER
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Appendix A - Risk Appetite Statement

Introduction

Risk Management is an essential component of Council’'s governance framework and supports the
achievement of council's objectives. Effective risk management increases the probability of
successful outcomes whilst protecting the reputation and sustainability of Council.

The risk appetite is the amount of risk an organisation is willing to accept in pursuit of its strategic
goals. The Risk Appetite Statement considers the most significant categories of potential risks to
Council and provides an outline as to how much risk Council is willing to accept in this area.

How Risk Appetite Fits Within Council

The risk appetite of Council informs the strategic decision-making process. The diagram below
shows how the Risk Appetite Statement fits into the organisation and informs risk management.

Our community is at the center of everything we do. The community’s priorities and aspirations for
the future as well as their wellbeing form the basis of our Corporate Plan. The needs of our
community are front of mind in the development of our risk appetite as we balance the achieving of
the goals set by our community with the risks inherent in the environments in which we deliver those
outcomes.

Risk Appetite

Council, its subcommittees, management, and staff (including contractors and volunteers) are
expected to consider Council’s Risk Appetite in both strategic and operational decision making.

Council's vision and strategic objectives will necessitate that Council accept some risks that
accompany growth, transformation, innovation and are proportionate with the potential reward.
Overall, Councill has a moderate appetite for risk, and applies a balanced approach aligned to its
strategic objectives.

Council’s approach to risk appetite is to minimise the risk exposure to our people and their safety,
our reputation and corporate governance, whilst accepting and encouraging an increased degree of
risk in pursuit of our key strategic directives.

It is acknowledged that Council may at times undertake activities that inherently carry greater risks.
As a result, Council’s risk appetite in a particular risk category may on occasion be different to the
risk level for an activity or project within that category and will be assessed on a case-by-case basis.
The Enterprise Risk Management Procedure detail’s requirements for identifying and managing risks
at activity or project level.
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Risk Appetite Ratings
Council categorises its level of risk appetite into five categories as outlined below:

Moderately Moderate
Conservative
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Risk Tolerances

Risk tolerances are the boundaries set for risk taking. The Risk Appetite Statement informs the
development of risk tolerances for Council and provides guidance on how the Risk Appetite
Statement is to be applied to everyday business actions and decisions.

While risk appetite is a qualitative statement, risk tolerances operationalise the statement by using
quantitative measures where possible to better enable monitoring and review.

The risk appetite will set the tone for risk taking in general, whilst the tolerance informs:

*  Expectations for mitigating, accepting, and pursuing certain types of risk;
* Boundaries and thresholds for acceptable risk taking; and
e Actions to be taken or consequence for acting beyond appropriate tolerances.

Implementation of the Risk Appetite Statement

Council’'s appetite for and tolerance of risk as outlined in the Risk Appetite Statement forms the basis
of our approach to managing risk in our day-to-day activities. The Risk Appetite Statement informs
the Enterprise Risk Management Policy and framework which provide the structure for our risk
management processes.

Staff are responsible for managing their risk environment. This includes having appropriate controls
in place and monitoring their effectiveness. These risks are identified, assessed and managed at
both enterprise level (‘top-down’) and at operational level (‘bottom-up’). Risk registers are used to
document the risks.

Risks outside the appetite or agreed tolerance levels should be managed in line with this Risk
Appetite Statement and should be reported to the Executive Leadership Team. The Executive
Leadership Team is accountable for compliance with the Risk Appetite Statement. Risk appetite also
needs to be articulated for discussion at Council meetings and at the Audit, Risk and Improvement
Committee meetings.
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